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Memorandum

To: NIST Draft FIPS201 Comments Group
CC: David Temoshok

From: April Giles

Date:  12/23/2004

Re: Comments on Draft FIPS 201 Standard

Greetings,

Great job, especially considering the accelerated completion requirements! Here are my comments on the FIPS
201 standard for review. Please contact me with any questions at 202-501-1123 or email april.giles@gsa.gov.

‘ FIPS 201 Section | Reference Text Page/ | Comments
Ref# : Para #

1 1.3 Document The firstpart..............but | 22 One could surmise that implementing PIV-1
Organization - | does not address the requirements without factoring in
interoperability of PIV requirements of PIV-II apriori, may cause
Cards and systems among additional unpnecessary costs due to potential
agencies. incompatibilities with the PIV Front End

system and PIV II requirements. Realizing
that one of the desired outcomes of breaking
up the PIV requirements into 2 parts is to
reduce the agency’s anxiety level concerning
expedited compliance dates, is it possible
that we are sacrificing aggregate system cost
and PIV-II implementation schedule? Maybe
consider adding a statement that would
suggest agencies consider PIV-II
requirements when acquiring PIV front end

system components.

2 2.1 Control Issue 4/2 The term “reliability” may be too indefinite.

Objectives credentials ... ... whose Indefinite terms tend not to support
reliability has been compliance testing efforts. Suggest adding
established by the specific criteria linking “reliability” with
agency....... in writing; 800-37 C&A.

3 2.2.1 Identity An Applicant...vetting 5 The term “applicant” could imply a much
Proofing and process for Federal larger group than originally intended. As one
Registration of Employment. could include persons who have not been
New Employees officially selected for employment within the
and Contractors agency. Suggest replacing “applicant” with

“agency selected candidate” throughout
standard.




FIPS 201 Section

22.1 Identity |

Proofing and
Registration of
New Employees
and Contractors

Reference Text

443

Page/
Para #

The Applicant....... Section It is unclear what criteria the Registration o

Comments

Authority (RA) should use to visually
authenticate applicant submitted
documentation. One could postulate that it
is improbable that a typical RA would be
capable of detecting forged documentation
by visual scrutiny alone, without the benefit
of input from source indicated on forged
document.

Conducting background checks on retrieved
identity source documentation only confirms
that said identity exists, and
applicant/agency selected candidate has
knowledge of said identity. How will the
RA confirm that the submitted identity is
bound to the individual presenting the
identity source documentation? Perhaps,
verification of the binding between the
individual submitting identity source
documentation and submitted identity source
documentation is the single most important
purpose of HSPD 12. Suggest disassociating
background checks with identity verification,
and focusing on means which provide out of
band verification of identity binding (i.e.
verification of submitted identity
documentation validity, and/or incorporating
attestations of identity binding with
dissimilar sources).

2.2.1 Identity
Proofing and
Registration of
New Employees
and Contractors

Based on.....form listed
Table 2-1.

5/3

It is unclear which entity determines position
sensitivity level. In the informative section
1.2 (paragraph 1), position sensitivity level is
determined by issuing Agency. But in the
appendix, position sensitivity level is
determined by OPM. Perhaps adding “OPM
specified” or “Agency specified” before
“position sensitivity level” (as well as
removing conflicting references) would help
readers to understand the origin of said
levels as they are initially introduced in the
standard.

As stated in section 1.2 “Therefore, the
scope of this standard is limited to
authentication of an individual’s identity.
Access authorization decisions are outside
the scope of this standard”, the basis of the
standard is to provide identity authentication.
As identity authentication is purely a binary
state (user binding to an identity is either
validated or not validated), how is it
possible for multiple levels of
authentication/sensitivity to coexist? Could




